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Abstract: To improve the efficiency of outsourced storage systems, secure deduplication mechanisms have been 

introduced. Among these, AES-based encryption is widely used, where packet-level messages are encrypted using a key 

derived from the message itself. This enables the detection of duplicate data, since identical plaintexts generate identical 

ciphertexts under the same deterministic setting. AES also supports combined encryption functionality and provides 

strong security assurances. Cloud computing has emerged as a practical solution for storing and sharing massive 

volumes of data over networks. Although several approaches have been proposed to ensure data security in distributed 

storage environments, many of them are closely tied to ciphertext-based techniques. Therefore, this paper presents a 

cloud-based data collection, sharing, and controlled dissemination scheme designed to preserve multi-owner privacy. In 

the proposed model, the data owner can securely share sensitive information with a group of authorized users through 

the cloud. 
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1. Introduction  
 

It an company based PC framework with an exceedingly 

vast more room wherein simply authorized clients will 

without a doubt needs to get to the degree from wherever 

utilizing a respectable internet or company affiliation. 

Secure reduplication preparations were proposed to 

defend distributed storage area owed to increasing 

advancement of broadcasting content material. Initially, 

the AES encryption calculation became laid out, which 

makes use of a message-determined key, for message 

encryption. In the outcome, identified indistinguishable 

plaintexts create comparative ciphertexts.  

 

AES algorithm contains joined encryption and gives 

intensive safety, turned into proposed. It is the headway of 

allocation first rate measures of data through organization. 

There are different strategies for conveying information 

security in the cloud. While present methodologies are all 

the greater carefully attached to the ciphertext. Therefore, 

we suggest that records ought to be gathered, shared, and 

conveyed in a managed climate. We actually need to make 

an arrangement that could safeguard the safety of a few 

owners, inside the cloud. The owner of the records can be 

successful to securely percentage this data right here and 

store the facts. 

 

2. Literature Survey   
 

Qianlong Huang, Part, Hitching Zhang, and Ixia Yang," 

Protection Saving Data Media Imparting to Versatile 

Access Control and Secure Reduplication (VACSR) in 

Portable Distributed computing." [1], An good sized wide 

variety of media resources, like recordings, are partaken in 

flexible organizations due to dispensed computing and 

mobile telephones. Albeit versatile video coding can assist 

with flexibility, the cloud represents a severe threat to 

media protection. We provide a security saving strategy on 

this exam. In transportable allotted computing, SMACD is 

a complicated media sharing element.  

 

To start, every media layer is scrambled with an front 

strategy in view of trait primarily based encryption, which 

guarantees media secrecy and high-quality-grained 

admittance manage [2]. Manage of get right of entry to 

Then we inform the nice manner to construct a staggered 

admittance method with privileged insights.  
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Plan of sharing It ensures that portable customers who get 

a media layer do it in a unfastened from any Zhang, 

Junking Le, Nankeen Mu, Jiamusi Wu, Xiaofeng Liao," 

Secure and Proficient Information Reduplication in Joint 

Cloud Stockpiling." [2]: Information reduplication can 

sincerely remove information redundancies in dispensed 

garage at the same time as likewise bringing down clients' 

switch speed necessities. In any case, maximum past 

frameworks that rely upon the assist of a reliable key 

server (KS) are defenseless and limited due to records 

spillage, low assault competition, excessive computational 

price, and unique problems. At the point whilst the 

dependable KS fizzles, the whole framework comes up 

brief, bringing approximately vulnerable link.  

 

We propose a Protected and Effective information 

Reduplication technique (known as SED) in a Joint 

Distributed storage framework that gives standard 

varieties of assistance through coordinated attempt with 

one of a kind mists in this overview. SED can likewise 

refresh and proportion dynamic information without 

depending at the confided in KS. Moreover, SED can live 

away from the weak link difficulty that plagues standard 

dispensed storage frameworks. As in keeping with 

hypothetical evaluations, our SED ensures semantic 

protection in the abnormal profit version and has vital 

enemy of attack capacities, for example, beast force assault 

competition and a strong enemy of hacking ability. Safety 

from plot goes after Moreover, with low figuring intricacy, 

network, and ability above, SED can efficaciously eliminate 

facts redundancies.  

 

Client-aspect ease of use is labored on by way of SED's 

proficiency and usability. At long remaining, the exam 

discoveries discover that our method beats the opposition. 

Zahra Pooranian; Mohammad Shojafar; Sahel Gag; 

Graham Their; Graham Tafazolli," Secure Deduplicated 

Distributed storage with Encoded Two-Party 

Cooperation’s in Digital - Actual Frameworks" [3]: In 

disbursed computing, cloud imagined digital real 

frameworks (CCPS) is a useful innovation that relies upon 

on the collaboration of virtual components, for instance, 

portable customers to ship statistics.  

 

Distributed storage makes use of data reduplication 

processes to keep space and transfer pace for consistent 

administrations in CCPS. Information reduplication is 

utilized on this engineering to decrease reproduction data 

and work on the speed of the CCPS software. It does, be 

that as it could, gift security and safety troubles. For 

example, facts reduplication is inconsistent with 

encryption from some clients utilizing separate keys. A 

few forms of exploration had been led round right here. 

Notwithstanding this, they're deficient on the subject of 

security, execution, and flexibility. To accommodate the 

encryption and records reduplication, we propose a 

message lock encryption with in no way-unscramble 

homomorphism encryption (Switch) conference among the 

shifting CCPS customer and allotted storage.  

 

Switch is the primary encoded reduplication data 

framework this is impervious to savage power attacks. 

Due Yang, Ranging Lu, Jun Shoo, Xiao Tang, 

"Accomplishing Productive Secure Reduplication with 

User Defined Access Control in Cloud "[4]: One of the 

primary administrations of disbursed computing is 

distributed storage, which lets in cloud clients to re-

suitable their records to the cloud for capability and 

offering to permit customers. Secure reduplication has 

been effectively explored in disbursed storage on account 

that it'd restriction overt repetitiveness over encoded facts, 

lessening more room and correspondence above.  

 

Many existing at ease reduplication frameworks assume to 

accomplish the accompanying highlights concerning safety 

and safety: records mystery, label consistency, get entry to 

control and protection from brute force assaults. In any 

case, now not even one in every of them, reputedly, can 

meet every one of the 4 prerequisites concurrently. To cope 

with this restriction, we present a gifted secure 

reduplication approach with customer characterized 

admittance control in this paper. In specific, by way of 

permitting just the cloud professional organisation to 

approve statistics get right of entry to for facts owners, our 

framework may decrease copies furthest degree plausible 

without imperiling cloud clients' protection and protection.  

 

Haran Yuan, Xiaofeng Chen, and “Secure Cloud 

Information Reduplication with Productive Re-encryption" 

[5]: Business dispensed storage suppliers have usually 

executed facts reduplication techniques, which is both 

large and predicted in dealing with the growing 

improvement of information. Many comfy records 

reduplication calculations were made and finished in 

exclusive settings to moreover safeguard the safety of 

clients' sensitive statistics in the re-appropriated capability 

mode. Various researchers have zeroed in on cozy and 

effective encryption for scrambled information 

reduplication, and severa strategies were created to 

paintings with dynamic possession the board. We center 

across the re-encryption reduplication capability 

framework on this exploration, and we show that the ads 

of overdue deliberate lightweight rekeying-aware 

scrambled reduplication plot (REED) are defenseless 

towards a stub-held Assault.  

 

Gulsayyar Ali Dr. Main Inlays Ahmad," Secure Block-stage 

Information Reduplication method for Cloud Server farms 

"[6]: The proceeded with improvement of the statistics and 

innovation vicinity has added about an outstanding flood 

away prerequisites in cloud server farms. As consistent 

with the EMC Computerized Universe 
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have a look at 2012 [1], worldwide capability has 

outperformed 2.8 trillion GB and will reach 5247GB per 

patron by means of 2020. Since customers switch records 

without knowledge what content material is offered on the 

server, statistics overt repetitiveness is one of the essential 

drivers of capability shortage. 18Centers Blackouts have 

been discovered by way of the Pokémon Establishment" 

[15]. The idea of facts reduplication is used to handle this 

trouble, with every record having an interesting hash 

identifier that changes with the substance of the report. 

Whenever a purchaser wishes to keep a duplicate of a 

contemporary document, the person is given a pointer to 

the modern-day file's area.  

 

Information reduplication allows with potential decrease 

and the distinguishing evidence of repetitive copies of 

comparable documents placed away in server farms in this 

fashion.  Shandong Jiang†, Tao Jiang and Liang in Wang," 

Secure and Effective Cloud Information Reduplication 

with Possession The executives "[7]: Data reduplication is a 

way for decreasing more room and correspondence above 

in distributed storage via putting off excess statistics and 

setting away only a unmarried reproduction of it. The 

focalized encryption framework and a large variety of its 

variations are offered for cozy records reduplication. 

 

In any case, a huge portion of these arrangements dismiss 

or cannot tackle both unique proprietorship adjustments 

and secure Verification of-Possession (Paw) concurrently. 

In this paper, we offer a protected records reduplication 

method for dynamic ownership the executives that utilize 

a gifted Paw manner. Our technique, especially, offers 

information reduplication at the document and block level 

for each move-consumer and intra-consumer clients. 

 

We make a smart Paw plot in the course of file stage 

reduplication to guarantee label consistency and attain 

common proprietorship check. Besides, to gain effective 

proprietorship the board, we devise a torpid clean manner. 

Yuan Zhang, Yeanling Mao," Towards Upsetting Format 

Side-direct Goes after in Secure Cloud Reduplications "[8]: 

Reduplication is an extraordinary instance of essential 

distributed garage improvements that enables cloud 

servers to lower greater room by doling out with excess 

file duplicates. It does, be that as it could, every from time 

to time launch facet channel records about whether a 

transferring document is reduplicated. Enemies can 

without lots of a stretch ship off a format side-channel 

attack utilizing this facts, considerably hurting cloud 

customers' protection. We make use of the ok-obscurity 

protection standard to make secure limit reduplication 

methods to counter this form of attack.  

 

We fostered a new cryptographic crude named "scattered 

concurrent encryption" (DCE) conspire and recommended 

two precise executions.  Jabbing Ni, Understudy Part, 

Kuna Zhang," Giving Errand Distribution and Secure 

Reduplication for Portable Crowd sensing through Haze 

Registering "[9]: Versatile crowd sensing lets in a gathering 

to accumulate records for a specific client regarding their 

mobile telephones in a helpful way. The progress of 

versatile crowd sensing not completely set in stone by 

using the amount of folks that participate. The greater 

individuals who take an interest, the greater sensor 

statistics are received; anyways, the greater replication 

statistics is produced, which provides extra 

correspondence above. Thus, statistics reduplication, in 

any other case called information cease, is essential for 

further developing correspondence effectiveness.  

 

Tragically, detecting information is typically scrambled, 

making reduplication tough. In this paper, we present a 

haze helped portable crowd sensing gadget for improving 

challenge precision by allowing mist hubs to dispense 

errands depending upon purchaser versatility. 

SHUGUANG ZHANG," Secure Encoded Information 

Reduplication with Dynamic Proprietorship Refreshing" 

[10]: Reduplication wipes out replica facts duplicates and 

brings down cloud professional agency capacity fees. 

Reduplication of encoded information, then again, is 

testing. Current 

 

3. Research Methodology 
 

We will contain the AES encryption calculation for 

encryption and interpreting in the advocated framework, 

in addition to information protection and cozy get right of 

entry to the board. The MD 5 calculation will be utilized 

for stay faraway from information duplication. 

 

Calculation: AES calculation is a balanced block 

figure method which recognizes plain text in 

organisation of 128-cycle blocks and converts it into 

ciphertext utilizing keys of 128, 192, and 256 portions. 

The AES calculation is an normal wellknown in view 

that it's miles considered as perhaps of the maximum 

reliable calculation. The High degree Encryption 

Standard (AES) calculation is a symmetric block 

figure that america government has picked with 

intend to defend private data. AES calculation is 

applied to scramble delicate records in programming 

and equipment all around the planet. It is 

extraordinarily fundamental for authorities PC 

protection, on line safety, and records protection.  

 

MD5: The MD5 message-digest process supplies a 

128-digit hash well worth and its miles 

cryptographically broken but utilized as often as 

feasible. Despite the truth that MD5 changed into 
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made completely motive on being applied as 

cryptographic hash functionality, having numerous 

flaws has been discovered. Java is an item located 

programming language with an multiplied diploma 

of mirrored image and as barely any execution 

conditions as could genuinely be predicted. Java 

packages are generally arranged to byte code, which 

could execute on any Java digital gadget, no matter 

what the PC layout. 
 

 
Figure. 1 The System Architecture. 

 

Information owner: In this module, the records 

proprietor should sign up by way of giving patron 

name, secret word, e mail and amassing, next to 

enlisting proprietor needs to Login through making 

use of valid purchaser name and secret key. The 

Information proprietor peruses and transfers their 

records to the cloud server. For the security motive 

the records dealer scrambles the statistics report and 

in a while shops inside the cloud server and 

controlling the accompanying activities.  

 

Server: The Key server is accountable for growing the 

keys for various clients and may View Secret Key 

Solicitations. 

 

Cloud Server: The cloud server is responsible for 

storing data and maintaining the records of end 

users. User files are stored in the cloud server along 

with their corresponding labels and management 

details. These functions may include viewing all 

clients and authorizing them, creating virtual 

machines, processing client asset-task leasing 

requests, displaying all client asset assignments with 

ranking, showing video asset assignments with rank, 

monitoring virtual machine usage by date and time, 

listing terminated asset-task leasing clients, handling 

download requests with authorization, and 

presenting analytical charts such as asset-assignment 

rank, video-asset rank, VM1 and VM2 memory 

usage, client memory utilization, and the number of 

user assignments. 

 

 
 

Figure.2 Connected to Communicate 

 

 
 

Figure.3 Comparative Risk Analysis 

 

 

Information Consumer(End Client) : The information 

purchaser is handiest the quit client who will ask for 

and gets document contents response from the 

touching on cloud servers and plays out the 

accompanying sports like My Profile, Request Secret 

Key, Search Files, Search Videos, Send File Download 

Request, Download Permitted Files. 
 

4. Conclusion and Future Scope 
In this paper, documents are stored and maintained 

efficiently by applying deduplication techniques. 

Deduplication is a valuable approach for conserving 

distributed storage space and reducing network overhead 

through the elimination of redundant data. Furthermore, 

the AES algorithm is employed for both encryption and 

decryption to provide secure access to the stored 

information. 

https://doi.org/10.63328/IJCSEAI-V2RI2P5


International Journal of Computer Science , Engineering and Artificial Intelligence                                 Dereje Wayessa  et, al.                                                                          

ISSN: XXXX – XXXX (Online) , https://ijcseai.com/ , IJCSEAI , Vol. 2, Issue 2 , 2025 , https://doi.org/10.63328/IJCSEAI-V2RI2P5 

Jack Sparrow Publishers © 2025, IJCSEAI , All Rights Reserved                                                                                                 

www.jacksparrowpublishers.com                                                                                                                                                                                                                                                                                                                                                                        34 

References 
 

[1]. Q. Li, J. Mama, R. Li, X. Liu, J. Xing, and D. Chen, "Secure, effective 

and revocable multi-authority access manage framework in 

dispensed garage," PCs Security, vol. 59, pp. 45-59, 2016. 

[2]. J. Li, H. Yan, and Y. Zhang, "Certificate less public honesty checking 

of collecting shared information on dispensed garage," IEEE 

Exchanges on Administrations Registering, pp. 1-12, 2018. 

[3]. J. Li, W. Yao, Y. Zhang, H. Ian, and J. Han, "Adaptable and best-

grained trait based totally records ability in disbursed computing," 

IEEE Exchanges on Administrations Figuring, vol. 10, no. 5, pp. 785-

796, Sept 2017. 

[4]. J. Li, W. Yao, J. Han, Y. Zhang, and J. Sheen, "Client effect aversion 

cp-Abe with gifted belongings repudiation for dispensed garage," 

IEEE Frameworks Diary, pp. 1-eleven, 2017. 

[5]. Five. H. Wang, Z. Zhen, L. Wu, and P. Li, "New straightforwardly 

revocable trait based encryption conspire and its application in 

dispensed storage weather," Group Figuring, vol. 20, no. Three, pp. 

2385-2392, Sep 2017. [Online]. 

[6]. T. Tale, A. Seniti, M. Chen, and R. Jaunty, "Adapting to Arising 

Versatile Virtual Entertainment Applications Through Unique Help 

Capability Binding," IEEE Exchanges on Remote Correspondences, 

vol. 15, no. 4, pp. 2859-2871, Apr. 2016. 

[7]. K. Yang, Z. Liu, X. Jiao, and X. S. Sheen, "Time-Space Trait Based 

Admittance Control for Cloud-Based Video Content Sharing: A 

Cryptographic Methodology," School Short Structure Name, Branch 

of PC Designing 2021 44 IEEE Exchanges on Media, vol. 18, no. 5, pp. 

940-950, May 2016 

[8]. M. J. Attalla, K. B. Fricke, and M. Blanton, "Dynamic and Effective 

Key Administration for Access Ordered progressions," in Procedures 

of the twelfth ACM Meeting on PC and Correspondences Security, 

2005, pp. 190-202. 

[9]. C. Mama, Z. Yan, and C. W. Chen, "Adaptable Access Control for 

Security Mindful Media Sharing," IEEE Exchanges on Sight and 

sound, vol. 21, no. 1, pp. 173-183, Jan. 2019. 

[10]. H. Cui, R. H. Deng, Y. Li, and G. Wu, "Characteristic Based 

Stockpiling Supporting Secure Reduplication of Encoded 

Information in Cloud Exchanges on Huge Information, pp. 1 

[11]. G. P. S and S. M, “Enhancing Speech Emotion Recognition with 

Deep Learning Techniques,” International Journal of Computational 

Science and Engineering Research, vol. 3, no. 1, p. 1, Jan. 2026, doi: 

10.63328/ijcser-v3ri1p1. 

[12]. S. K. N and S. A, “Intrusion detection system using machine learning 

techniques,” International Journal of Research and Development in 

Engineering Sciences, vol. 6, no. 2, p. 4, Apr. 2024, doi: 

10.63328/ijrdes-v6ri2p2. 

Declaration 

Conflicts of Interest:  The authors declare no conflict of interest. 

Author Contribution: All authors wrote the main manuscript 

text and also consent to the submission.  

Ethical approval: Not applicable. 

Consent to Participate: All authors consent to participate. 

Funding: Not applicable, and No funding was received 

Institutional Review Board Statement: Not applicable. 

Informed Consent Statement: Not applicable. 

Personal Statement: We declare with our best of knowledge that 

this research work is purely Original Work and No third party 

material used in this article drafting. If any such kind material 

found in further online publication, we are responsible only for 

any judicial and copyright issues. 

Acknowledgements 

We thank everyone who inspired our work. 

 

How to Cite this Article: 

Dereje Weyessa ,“ Scalable Data Deduplication for Privacy-

Preserving Media Sharing in Mobile Cloud Environments “, 

International Journal of Computer Science , Engineering and 

Artificial Intelligence , Vol. 2, Issue. 2 ( April – June ) , 2025 , 

Pages: 30 – 34.  DOI : https://doi.org/10.63328/IJCSEAI-V2RI2P5  

 

 
 

 

https://doi.org/10.63328/IJCSEAI-V2RI2P5
https://doi.org/10.63328/IJCSEAI-V2RI2P5

	Scalable Data Deduplication for Privacy-Preserving
	Media Sharing in Mobile Cloud Environments

